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1 About Bl4Dynamics BC Cloud installation

1.1 Infrastructure and application installations

Bl4Dynamics for BC Cloud installation comes in two steps:

1.1.1 Infrastructure part: installation of On-Premises Server

Resources must be prepared ahead of Bl4Dynamics application installation. Installation is focused on settings of

On-Premise Server and settings resources in Azure Portal.

1.1.2 Application part: installation of Bl4Dynamics application

Bl4Dynamics application on On-Premise Server is very similar to installation on Azure VM installation. Please
head over to https://www.bi4dynamics.com to find the Bl4Dynamics Application installation instructions

document.

1.2 Settings of On-Premises Server

This document will guide you through setting up On-Premises Server and resources needed to run Bl4Dynamics

for BC Cloud.

1.2.1 Prerequisites

Please use an Administrator user you have set up in line with the System Requirement document.

1.2.2 Deliverables

v/ On-Premise Server with SQL Server and SQL PolyBase component installed
v Blob Storage Account with Container to store data exported from BC Cloud

1.2.3 Expected installation time

First time user:

Installation step Time (min)
Blob Storage and Container instance 20
Setting up Virtual Machine 20
Total time 40

Deployment time of Azure resources may vary 50% (no rule in respect of daytime or region).

Infrastructure (Local Server + Azure Resources)
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2 Create Resources in Azure Portal

2.1 Create Blob Storage

Blob storage will keep BC and application data.

2.1.1 Create storage account

Go to Azure portal, go to Resource group, click Add

(4] vm-bi4-demo =

Resource group

|,7J bes':k (Ctrl+/ | £ ~+ Add Edlit columns j Delete resource group ‘:',) Refresh & Exportto CSV k.? Cpen query

. ~ .
A Overview Essentials

& Activity log Subscription {change) : Pay-As-You-Go

Subscription ID 1 Dedf89a6-c40e-475e-99db-92b04d 214475
Ao access control (1AM)

Enter Storage Account into search window, click on Create

Home > vm-bid-demo > New >

Storage account <

Microsoft

Storage account © :ccioravorites

% Microsoft

Add Storage account name, select the same Location as BC and change Replication to LRS.

Home > vm-bi4-demo > New > Storage account >

Create storage account

Basics Networking  Dataprotection  Advanced  Tags  Review + create

Azure Storage is 3 Microsoft-managed service providing cloud storage that is highly available, secure, durable, scalable, and
redundant. Azure Storage includes Azure Blobs (objects), Azure Data Lake Storage Gen2, Azure Files, Azure Queues, and Azure
Tables. The cost of your storage account depends on the usage and the options you choase below.

Learn more about Azure storage accounts &

Project details

Select the subscription to manage deployed resources and costs. Use resaurce groups like folders to organize and manage all
your resources

Subscription * Pay-s-You-Ga M
Resource group * [ vm-bia-demo v
Creste new

Instance details

The default deployment model is Resource Manager, which supports the latest Azure features, You may choose to deploy
using the classic deployment model instead. Choose classic deployment mode

Storage account name * (3 | vmbiddemostorage /|
Location * [ Europe) west Europe M
performance (3 (® standard () premium

Accountkind @ | StorageV2 (general purpose v2) ~ |
Replication @ [ Locally-redundant storage (LRS) v

Keep other tab option default.
Click Review and Create. (finish in 20- 30 seconds)

Infrastructure (Local Server + Azure Resources) © BI4 Dynamics UK
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Go to Storage Account, select Access Key, select Show keys

Copy the content of the key

Home > vmbiddemostorage

Storage account

£ Search (Ctrl+/) | @

-

Tags

Diagnose and solve problems

F e e

Access Control (IAM)

q

Data transfer

Events

I= Storage Explorer (preview)
Settings

Access keys

@  Geo-replication

vmbi4demostorage | Access keys

Use access keys to authenticate your applications when making requests to this Azure storage account. Store youl
keys so that you can maintain connections using one key while regenerating the other,

When you regenerate your access keys, you must update any Azure resources and applications that access this st

Storage account name

| vmbiddemostorage

key1 C.}

Key
| 4T+eDbvoUTGTOSWAT8550P86V ++VBdglaPeTTHHvun11GgN4HaRY9mwEIFYMriTagHicn8I7UlQ==

Connection string

| DefaultEndpointsProtocol=https;AccountName=vmbiddemostorage Accountiey=4T +eDbvaU7G7OSWA78550A

Save Storage Key to notepad file.

2.1.2 Create (storage) container

Go to Storage Account Overview and select Containers

Home >

= vmbiddemostorage =

Storage account

£ search (Ctrl+/)

|<(

= Overview

Ao Access Control (IAM)
W Data transfer
Events
Z= Storage Explorer (praview)
Settings
Access keys
@ Geo-replication

&) CORS

Za Open in Explorer

Location
Subscription (change)

Subscription ID

Tags (change)

—
L

> Move v 'T_\ Refresh i Delste (L:J) Feedback

o Classic alerts in Azure Monitor is announced to retire in 2021, it is recommended that you upgrade your classic alert rules to retain alerting functionality

E Activitylog

€ Tags ~ Essentials

/2 Diagnose and solve problems Resource group (change) : vm-bid-demo
Status : Primary: Available

1 West Europe

i Pay-As-You-Go

: Dedf8%a6-c40e-475e-99db-32b04d2 14475

: Click here to add tags

Tables

File shares
@ Tabular data storage

Serverless SMB and NFS file shares

Containers =
Scalable, cost-effective storage for

unstructured data

Learn more Learn more

Learn mare

Infrastructure (Local Server + Azure Resources)
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Click on + Container and enter new container Name

Home > vmbiddemostorage NeW container %
vmbi4demostorage | Containers »

Storage account

Mame *
2 Search (Ctrl+/) - ~r - -
2 Search (Ctrl+/) | < —+ Containe Mo | vmbi4democontainer /|
= Overview | Search containers by prefix Public access level (D)
B Activity log | Private (no anonymous access) ~ |
MName Last modified Pub
¢ Tags

) ) ~  Advanced
You don't have any containers yet. Click '+ Container' to get started
2 Diagnose and solve problems

Click Create.

You have successfully created Storage Account with one container.

2.1.3 Container name used as Storage Container and Docker Container — confusing?
To someone new, a name Container may be confusing as it is used in two Azure Services:

- Under Storage Account we have created storage Containers to store data in Azure Data Lake
- Under Container Instance, a Docker Container is self-contained Azure resource that acts like light virtual
machine for specific task

Both services are used in Bl4Dynamics BC Cloud solution.

Infrastructure (Local Server + Azure Resources) © BI4 Dynamics UK
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With these settings we will create a docker container (a light virtual machine) based on Bl4Dynamics image that
is used for running table export from BC to Blob storage. Docker will run at scheduled time and automatically

shut down after finishing the export.

Go to Azure service, click Container instance

Azure services

o @ =
Virtual Azure SQL Container Storage
machines instances aceounts

click + New to create a new container instance

Home

Container instances =

BI4DYNAMICS

+ New B Manageview v (O Refresh L Exporttocsv %5 Open query QO Feedback

Filter for any field...

Subscription == 2 of 3 selected Resource group == all X Location ==all X

Select:

e Subscription: Pay-As-You-Go

e Resource group: vm-bi4-demo

e Container name (any name): vm-bi4-
demo-container

e Region (same as BC)

Important: following settings
MUST be exactly like below:

e Image source:
Docker Hub or other registry
e Image type: Public
e |mage:
bi4dynamicsdevelopment/bc2lake
e OSType:
Windows
e Size change to
1vcpu, 8GiB memory (minimum)
e Confirm change OK

Click Next: Networking
Click Next: Advanced

Infrastructure (Local Server + Azure Resources)

»
% > —
Resource Subscriptions  Azure Active  Mare services
groups Directory
F Add filter
Home > Container instances

Create container instance

Basics Networking Advanced Tags Review + create

Azure Container Instances (ACH) allows you to guickly and easily run containers on Azure without managing servers or having
to learn new tools. ACI offers per-secand billing to minimize the cost of running containers on the cloud.
Learn more about Azure Container Instances

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like
YOUr resources.

folders to organize and manage all

Subscription® @ | Pay-As-You-Go v |
Resource group * (D | vm-bid-demo v |
Create new
Container details
Container name * () | vm-bid-demo-container vy |
Region * @ | (Europe) West Europe . |
Image source * @ O Quickstart images
(O Azure Container Registry
@ Docker Hub or other registry
Image type * (@ @ Public O Private
Image * @ | biddynamicsdevelopment/bc2lake Ve
@ If not specified, Docker Hub will be used for the container registry and the
latest version of the image will be pulled.
05 type * O Linux @:' Windows
@ This selection must match the OS of the image chosen above.
Size * (0

1 vepu, 8 GIBE memory, 0 gpus
Change size

Next: Networking -

© BIl4 Dynamics UK
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Under Advanced tab set the following

e Restart policy: Never
e Environment variables keys must be exact:

o StorageAccountName enter the name of storage account that is used for Blob Storage

o BlobAccessKey of the same storage account
o ContainerName of the storage account

Home » Container instances

Create container instance

Basics Networking Advanced  Tags Review + creats

Configure additional container properties and variables,

Restart policy @ Mever

Environment varizbles

Mark as secure Key Value

No StorageAccountName vmbiddemostorageaccount ]

No BlobAccessKey ae65dSsiaxFYyFVp8FO4GridCLgc...

Mo ContainerMame vmbiddemocantainer ]

No v | | |
Command override (0 | [1] |

Example: [ “/bin/bash", "-¢", "echo hello; sleep 100000 ]

These Keys and Values give Docker instance access to Blob Storage.
Click Review and Create

Click Create

Create container instance

Netwarking

You have successfully created Docker instance

Infrastructure (Local Server + Azure Resources)
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3 Setup up On-Premises Server
Now we continue with server settings and adding Azure resources.
3.1 Install Azure CLI

3.1.1 About CLI

The Azure command-line interface (Azure CLI) is a set of commands used to create and manage Azure
resources. The Azure CLI is available across Azure services and is designed to get you working quickly with Azure,
with an emphasis on automation.

3.1.2 Install CLI

Go to https://docs.microsoft.com/en-us/cli/azure/install-azure-cli-windows?view=azure-cli-latest&tabs=azure-
cli and install Azure CLI.

Install or update

The Ms! distributable is wsed for installing or updating the Azure CLI an Windaws. You
don’t need to uninstall current versions before using the MSI installer because the MSI

will update any existing version.
Microsoft Installer (MSI)  Microsoft Instaler (V1) with Command

When the installer asks if it can make changes 1o your computer, click the *Ves

box.

Azure CLI current version
Download and install the current release of the Azure CLI.

Current release of the Azure CLI

Infrastructure (Local Server + Azure Resources) © BI4 Dynamics UK
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3.2 Setup Hosts file

3.2.1 Download auxiliary installation files

Here is the link to auxiliary installation files: https://www.bi4dynamics.com/dl/azure/VM.zip. There are 2 files:

1. Enable PolyBase script: SQL script that will enable PolyBase feature.
2. Loopback script: this script will enable access to SQL server on VM from resource outside of VM. We will be
using Docker to interface with SQL server.

w= enable_polybase 212020 12:40 PN Microsoft Er...

Bl ble_polyb 12/1/2020 1240 PM M ft SOL 5 1KB
oopbac £30/2020 11:34 ... eqistration Entries
loophback 11/30/2020 11:3 Regi ion Entri 1KB

Infrastructure (Local Server + Azure Resources) © BI4 Dynamics UK
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3.3 Setup SQL Server Analysis Services

SQL Server Analysis Services is by default running as service user. We need to change it to administrator user

that we created.

Go to SQL Server 2019 Configuration Manager and go to SQL Server Services menu:

Apps

& System Configuration

5QL Server 2019 Configuration Manager
&1 Control Panel

[ Settings

Settings

& Change proxy settings

@) Choose your input device

93) Choose your output device

5 Download and install braille

3 View configured update policies

@ Use automatic proxy configuration

2 5QL Server 2019 Configuration Manager|

Sl Server Configuration Manager
File Acticn

o= = H

View Help

“@ SOL Server Configuration Manager (Local)
[ SOL Server Services
_E_ S0L Server Network Configuration (32bit)
% S0l Native Client 11.0 Configuration (32bit)
_E_ S0L Server Network Configuration
% S0L Native Client 11.0 Configuration

Name

ﬁ SQL Server Integration Services 15.0

ﬁ SQOL Full-text Filter Daemon Launcher (MSSCLSERVER)
ﬁ SQOL Server Launchpad (MSSQLSERVER)

B SOL Server (MSSQLSERVER)

@ SOL Server Analysis Services (MSSQLSERVER)

ﬁ SQL Server Browser

[ 50L Server Agent (MSSCILSERVER)

State

Running
Running
Stopped
Running
Stopped
Stopped

Running

Change Log-on Account for SQL Server Analysis Services
Set start mode to Automatic:

to VM admin account:

SOL Server Analysis Services (MSSOLSERVER) Properties

LogOn  service Advanced
Logon as:

" Built4n account:

(¥ This account:

Account Name:

Password:

e ——
presrerr e

Confirm password:

Service status: Running

Pause

< \vm-admin-user Browse

Restart

Cancel Apply

Help

SQL Server Analysis Services (MSSCQLSERVER) Properties ? X
LogOn Service  advanced
B General
Binary Path C\Program Files\Microsoft SOL Se|
Error Contral 1
Exit Code 1077
Host Hame vm-bid-dema
Name SQL Server Analysis Services (MSSQ)
Proc D 0
SC e Type Analysis Server
XIS .tomatic E
State Stopped
Start Mode
The start mode of this service.
concel || sy | e

And Start the service.

Infrastructure (Local Server + Azure Resources)
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3.4 Install PolyBase

3.4.1 Install PolyBase SQL feature

Every server with SQL server has folder containing SQL installation files C:\SQLServerFull\

« - » ThisPC » Windows (G »
Name Date modified Type

s Quick access
—— Packages File folder
Perflogs File folder
¥ Downloads Program Files File folder
= Documents Program Files (x36) File folder
&= Pictures 5CLlaaSExtension File folder
—— SQLServerFull File folder
5ot Users File folder

ts

B 3D Objects Windows File folder
I Desitop WindowsAzure File folder

£ Documents

Run C:\SQLServerFull\setup.exe

Select Installation and New SQL Server stand-alone installation or add features to existing installation.

= Manage

Home  Share  View  Application Tools

T SOL Server Installation Center

features to an existing SQL Server 2019 instance.
Maintenance
Install SQL Server Reporting Services

required to install these tools.

Planning MNew SOL Server stand-alone installation or add features to an existing installation

Installation Launch a wizard to install SOL Server 2019 in a non-clustered environment or to add

Tt
Launch a download page that provides a link to install SOL Server Reparting Services.
Resources An internet connection is required to install SSRS.
eatnins Install SQL Server Management Tools
S Lsunch a download page that provides a ink to install SQL Server Management

Studic, 5QL Server command-line utilities (SOLCMD and BCP), SQL Server PowerShell
provider, 5QL Server Profiler and Database Tuning Adviser. An intemet connection is

Select Add features to an existing instance

Installation Type

Perform a new installation or add features to an existing instance of SQL Server 2019.

Feature Selection
[Feature Rules
[Feature Configuration Rules within an instance must be the same edition.

Ready to Install

Global Rules O Perform a new installation of SOL Server 2019

Product Updates Select this option if you want to install a new instance of SOL Server or want to install shared
[Install Setup Files compenents,

nstall Rules (®) Add features to an existing instance of SQL Server 2019

e MSSQLSERVER ~

Select this option if you want to add features to an existing instance of SQL Server. For example, you
want to add the Analysis Services features to the instance that centains the Database Engine. Features

Select PolyBase Query Service and Java connector

Database Engine Services

S0OL Server Replication
Machine Learning Services and Language Extension
R
[ Python
[ 1ava
Full-Text and Semantic Extractions for Search
Data Quality Services
PolyBase Query Service for External Data
Java connector for HDFS data sources
Analysis Services

Shared Features

Infrastructure (Local Server + Azure Resources)

Select Use this SQL Server as standalone ...

PolyBase Configuration

Specify PolyBase scale-out option and port range:

lobal Rules @® Use this SOL Server as standalone PolyBase-enabled instance.

o Choose this option tc use this SOL Server instance as a standalone Head node.
nstall Setup Files

O Use this SQL Server as a part of PolyBase scale-out group.

nstall Rules
Jrstallation Type Choose this option to use this SL Server instance as a Compute node in a PolyBase Scale-out
b eature Selection group. To ensure that your PolyBase scale-out group can be configured after installation, make si

that the head node is on enterprise license of SOL Server 2019 Selecting this option will open
Firewall on this machine to allow incoming connections to SQL Server Database Engine, SQL Seny]
PolyBase services and SQL Browser. Selecting this option will also enable MSDTC firewall
connzctions and modify MSDIC registry settings.

Feature Rules
PolyBase Configuration
ava Install Location

Specify a port range for PolyBase services (6 or more ports):

16450-16480

erver Configuration
feature Configuration Rules
eady to Install

Jrstallation Progress

omplete

© BIl4 Dynamics UK
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Keep the option Install open JRE selected.

Java Install Location

Specify Java installed location

Global Rules Some selected features require 3 local installation of 3 JOK or JRE. Zulu Open JRE version 11.0.6.103 is
Product Updates includd with this installation, or you <an download and install a different JOK or JRE and provide that
installed location here.
Install Setup Files
Install Rules
etaltion T For information on Azul Zulu OpeniDK third party licensing, see hitpsy//go.microsoft.com/fulink/]
nstallation Type linkid=2097167,
Feature Selection
Feature Rules
@ Install Open JRE 11.0.6.103 included with this installation
PolyBase Configuration
Jaun Instoll Location O Provide the location of a different version that has been installed on this computer

Server Configuration JDK or JRE installed location:

EcatueC Bul

Follow the next steps to finish the installation and Install newly selected features. It will take 4 minutes.
When installation is completed, close configuration windows and Restart the server from Taskbar:

Disconnect
Complete
Your SQL Server 2019 installation completed successfully with product updates. Shut down
Restart
S Information about the Setup operation or possible next steps:
Product Updates

Install Setup Files Feature Status

Install Rules

O

€ Java connector for HDFS data sources Succeeded
14 PolyBase Query Service for External Data Succesded

Installation Type

3.4.2 Enable PolyBase

Open SSMS (SQL Server Management Studio), connect to SQL server instance, select master database in System
Databases and create New query:

s 50LQuerylsgl - vm-bid-demo.master (vm-bid-d d (157) - Microsoft QL Server Management Studio
File Edit View Query Project Tools Window Help

co 8- -2 WP BNy B @

Rladadal?-<-[@] -

G| master || b Eecute w o ¥ 75 0 | Am]a | =g
Connect~ ¥ ¥ [V

= @ vm-bid-demo (SOL Server 15.0.4073.23 - vm-bid-demo\wm-admin-user)
= I Databases
[ 1 System Databases
i master
i model
i@ msdb
i tempdb
Database Snapshots
@ DWConfiguration

Open enable_polybase.sql file provided with by Bl4Dynamics in master database connection

| b Becute

sql - vm.-admin-user (157))

Connect ¥ ¢~

RECONFIGURE;
& B vm-bid-demo (SQL Server 15.04073.23 - vm-bid-demo\vm-admin-user) EXEC sp_configure 'polybase enabled’, 1
1 19 Databases RECONFIGURE ;
5 8 System Databases EXEC sp_conigure 'hadoop connectivity', 7

RECONFIGURE

& tempdb
Database Snapshots

@ DWConfiguration

@ DWhiagnostics

@ DWQueue ¥ 1 [F [] = | Downloads

securty bome snar v
Server Objects

Replication « ~ 4 & > ThisPC > Downloads
PolyBase ~
Always On High Availability # Quick Name Type Size
Management 5 azure-cli-217.1 Windows Installer Package 49132K8
Integration Services Catalogs B Desktop

&] loopback Registration Entries 168
23 SOL Server Agent & Downloads
XEvent Profier = . &3 enable_polybase Microsoft SQL Server Query File 1Ke

and Execute query on master database.

Eﬁ Messages
Configuration option 'show advanced cptions' changed from 0 te 1. Run the RECONFIGURE statement to install.
Configuration option 'polybase enabled’ changed from 0 to 1. Run the RECONFIGURE statement to install.
Configuration option 'hadoop conmectivity' changed from 0 to 7. Run the RECONFIGURE statement to install.

Restart the server.

You have successfully installed and enabled PolyBase.
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3.5 Install Azure modules

In this step we will add Azure modules that are needed for Azure authentication and registration. These are
official Microsoft modules available on the internet. Process requires installation of NuGet provider, that will
manage the packages. Download and installation is done by PowerShell.

By typing windows search power open PowerShell, a desktop application:

s o0 @
Bost match

EY Windows Powerstel
Dasktop sg¢

Apps.
B Windows PowerShell ixB5)

@ Windows PawerShell ISE

& Windows PowerShell ISE (xB6)

Settings (7+]

2 powe]

EN Administrator: Windows PowerShell — O X

Run command (copy exact text): Install-Module -Name Az —AllowClobber
This message will display. Confirm “Y”
Process will need few minutes to complete...

Installing package -
Installing dependent package 'Az.ApplicationInsights®
[cooooocoo
Installing package 'Az.ApplicationInsights®

Run command (copy exact text): Install-Module "AzureAD"
Confirm “Y” to install the package and close PowerShell.

You have successfully configured On-Premise server with required resources.

Infrastructure (Local Server + Azure Resources)
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4 Result

4.1 Information needed for Bl4Dynamics application installation

The fields created in this installation will be needed in Bl4Dynamics application installation.

4.1.1 Information about Azure Storage and Container instance

Description Value

Subscription Pay-As-You-Go

Resource Group vm-bi4-demo

Azure Storage Account Name vmbiddemostorage

Container Name vmbiddemocontainer

Storage Account Blob Key 4T+eDbvoU7G7Wd78550P86V++VBdqlaPeTTHHvun1IGgN4l==
Container Instance Name vm-bi4-demo-container

Next step — Bl4Dynamics applications installation
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