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1 Introduction

The purpose of the document is to provide a list of system requirements and resources that are required for

Bl4Dynamics installation. In addition to that the document contains information on preparatory procedures that

have to be completed ahead of Bl4Dynamics application installation — export to Datalake, setup of Azure

resources and Power Bl Premium.

Once preparatory steps are completed and necessary credentials are provided to Bl4Dynamics or installing

partner, Bl4Dynamics application installation can be started.

2 System requirements

1 Dynamics 365 Finance and Operations

Description

Value

Services hostname URL

abccorp-uat.sandbox.operations.dynamics.com

Tenant Id

4893fdsq-554f-84b2-b22c-f2aaee1a0111

Client app ID

b6b08c0f-d544-5155-9ert-rdrr79f11de9

Client secret key

_w_Aw_aCR0Oce3kSa4S5RZx_aQ.r23a215Ci

Username

bi4dynamics@abccorp.com

Password

37#ie$211&

Access to Dynamics 365 Finance and Operations is required for getting metadata and financial services. D365

FO credentials are only needed when creating a new instance, password stays encrypted.

2 Azure resouces

1 Azure credenatials

e Azure Portal credentials:

Description

Value

Username (AAS admin)

bi4ddynamics@companyname.com

Password

Qpewoicsj490wkss

e Resource group Contributor

Access to Azure Portal is required to start and stop VM, change its properties or create logic apps for scheduled

processing.

2  Azure Storage

Description

Value

Subscription

Pay-As-You-Go

Resource Group

vm-bi4-demo
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Azure Storage Account Name vmbi4demostorage

Permissions: user is Contributor and Storage Blob data Contributor.
Azure Storage Account stores data loaded from Dynamics 365 FO and acts as a source of Datawarehouse when
creating new instance with Bl4Dynamics application.

3 Azure Synapse Serverless

Description Value

Serverless SQL endpoint bi4dynamicsuat-ondemand.sqgl.azuresynapse.net
SQL admin username sgladminuser

SQL admin password Klrhvirehfgh33urf

Permissions: AAD user (!) must be Synapse administrator on Synapse workspace.
The user that has created Azure Synapse, automatically receives admin permissions.
Azure Synapse Analytics is used to read data from Data Lake storage and insert data to Bl4Dynamics data

warehouse.

3 Data warehouse

Depending on availability of computing capacities, Bl4Dynamics application can be installed either on-premises
or on Azure VM specially dedicated to the datawarehouse.

1 Azure VM option

e RDP connection credentials:

Description Value

RDP Public IP 51.132.66.72

SQL server name (as seen in Azure) vm-bi4-demo.westeurope.cloudapp.azure.com
VM Admin Account vm-admin-user

VM Admin Account Password 6!dJ2yS34MbbQiPHs@rd

Permissions: this user is administrator (default).

e SQL 2019 Standard edition or greater with SSIS

2 On-Premises option

e RDP connection credentials

Description Value

RDP Public IP 51.132.66.72

VM Admin Account bi-user

VM Admin Account Password Ehgfwhrefuhwidehrf

e SQL 2019 Standard edition or greater with SQL database, SSAS Tabular and SSIS.
e Instructions for VPN connection (if needed).
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4 Analytics

1 Azure Analysis Services option

Description Value

Azure Analysis Services asazure://westeurope.asazure.windows.net/bi4dynamicshybrid
Username (AAS admin) mg@bi4dynamics.com

Password Qpewoicsj490wkss

Azure Analysis Services is an easily-scalable solution for deploying analytics in the cloud. It is best suitable for
larger organizations. Azure Analysis Services is charged per capacity.

2 Power Bl Premium option

Description Value

Power Bl user login pa@abccorp.com

Power Bl user password Ehgfwegvrf

Workspace connection: powerbi://api.powerbi.com/v1.0/myorg/Bl4Dynamics%20PPU%20Prod

Power Bl users must have Premium license, which costs 20$ per month/per user.

Power Bl Premium option is currently the most innovative solution for deploying analytics. Power BI
Premium Per User is most suitable for relatively small organizations with few Bl users.

3 On-premises analytics option

e SQL 2019 Standard edition or greater, Tabular model

Best suitable when installing BI4Dynamics application on local servers — allows to save on costs by utilizing in-
house excess computing capacities.
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3 Environment set-up

The following chapter provides instructions on preparatory steps that have to be done in Dynamics Finance &
Operations, Azure Portal and Power Bl Portal (in case analytics are implemented with Power Bl Premium option).

1 Select DFO tables for Export to Datalake

In your Finance and Operations, go to System Administration > Setup > Export to Data Lake.
On the Export to Data Lake page, under Choose Tables tab, select tables that will be loaded to Datalake (the
list is provided by Bl4Dynamics).

£ Search for a page UMF QO &

Finance and Operations

=  Manage Options
g
»  Export to Data Lake
Choose Tables  Choose using Entit
B Filter by statu
All ¢ + Add Table:
E
bie display name System name 1 License code Table group Status ast processed change
Accountants Accountant_BR General ledger Main Running
Accountant location relationships AccountantLogisticsLocation_BR Trade Main Running
Accountant location roles AccountantlogisticsLocationRole_BR Trade Main
Accounting distributions AccountingDistribution General ledger ~ Transaction Running
Accounting distribution template AccountingDistributionTemplate General ledger  Group
Accounting distribution template detail  AccountingDistributionTemplateDetail General ledger Worksheet
Accounting event AccountingEvent General ledger  Transaction Running
Cost center type ACOCostCenterAttributeValue_BR General ledger Miscellaneous
Journal names ACOJournalName_BR Not specified ~ Group
Journals ACOJournalTable_BR Not specified  WorksheetHeader Running

When you've finished, select Add Tables to add the selected tables to Data Lake.

2 Register Bl4Dynamics as application

1 Register Bl4Dynamics as application in Azure portal

Bl4Dynamics application must be registered as application in Azure tenant:

Bl4Dynam

0365 | APl permissions  »

Ali ser App registratio

- Bl4Dynamics

Search (Ct () Refresh

7 Got feedback?

admins as part of the consent process. The list of configured permissions should include

" Integration assistant

Manage |~ Add a permission
&= Branding API / Permissions name Type Description Admin consent req Status
D Authentication v Micrasoft Graph

Delegated  Sign in and read us

er profile

I

2 Grant tenant-wide admin consent to an application

Grand admin consent in App registration:

1. Sign-in to the Azure portal as a Global, Application or Cloud Application Administrator.
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2. Select Azure Active Directory then App registrations.
3. Select the application to which you want to grant tenant-wide admin consent.
4. Select APl permissions and then click Grant admin consent.
5. Carefully review the permissions the application requires.
6. If you agree with the permissions the application requires, grant consent. If not, click Cancel or close the
window.
anag Permissions
D sir Ad
Need admin approval
Ga )
3 Register your external application in DFO
1. In Finance and Operations apps, go to System administration > Setup > Azure Active Directory
applications.
2. Select New.
3. Fillin the fields for the new record:

¢ Inthe Client Id field, enter the application ID that you registered in Azure AD.

¢ Inthe Name field, enter a name for the application.

e Inthe User ID field, select an appropriate service account user ID. For this example, we have selected
the Admin user. However, as a better practice, you should provision a dedicated service account that
has the correct permissions for the operations that must be performed.

When you've finished, select Save.

2820900¢-9533-4099-9ebd-adb... BI4Dynamics biddynamicy|

biddynamice Claims user 814Dynamics bi4dynamics@d365company.com hitps//stewincows net/
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3 Setup Azure Synapse

1 Setup Azure Synapse in Azure portal

In storage account navigate to Shared access signature from the menu on the left.
Select all three options under Allowed resource types.

Select Start and Expiry date (usually 1 year)

Press Generate SAS and connection string.

Copy SAS token value.

vk wn o=

=  Micosoft Azure x S S B 0o & B pa@abccorpcom g
p S bl i 2 . = - st e

Home

ounts > biddynamics

Storage accounts @, biddynamics | Shared access signature
ABC Corporation (abccorp.com) torage account

|- Create Manage view earch (Ctrl+ |

Name *

= biddynamics

Delete [ Ust [ Add [ Creste [B Update [ Process (B immutable storage

ning permissions O Al

and solve problems

(1AM) V]

index permissions O

write (@ Filter

eletion of versions [ R

08 |[mSioT_ 1

][ 120909 AM |

browser (preview)

Data storage

& File shares
M Queues HTTPS and HTTP

o
& Tables

Security + networking @ Some routing options are disabled because the endpoints are not published.
Signing key
ey! v |
3
Vi 1 Generate SAS and connection string
I % Shared access signature I Sonn e
blob.core.windows.net/:Q L F https:/) fil net/Tab 15 |
Q 4
SAS token
?sv=2020-08- b 8ise=2023-01-25T: 2022-01-25T15:09:09Z& B U%2BpnPCGlcobXMH%2BiXOsR8hkum3mNJOWWAL: 1y ‘

2  Setup and check permissions

Open Azure portal and search for Azure Synapse Analytics. Select the Azure Synapse Analytics you are using.

Home

Services Marketplace Seeal
Azure Synapse Analytlcs 2o ©) Azure Synapse Analytics £ sycomp Storage Fueled by 18M Spectrum Scale
ABC Corporation 5
@ Azure Synapse Analytics (private link hubs) B9 Azure File Sync
t create & Manageview v (O Refresh L ExporttoCsv % Openquery @ storage Sync Services £ sywhat™ Clinical Terminology Server
= &vent Grid System Topics B9 Azure Synapse Analytics
Filter for any field Subscription == all Resource group ==all X L
L sonsai

Documentation

Showing 1 to 3 of 3 records

Resources

] Name © @ synapse-bid-js

D O dfo-synapse W synapse_bid js
@ dfo-synap

Select Access control (IAM) from the menu on left. Press View my access button and make sure you have
Owner resource role.
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£ Search resources, senvices, and docs (G+/)

Azure Synapse Ana... £ bi4dynamics | Access control (IAM)
4 Create Manage view earch Add 4 Downioad role sssignments £ Edtcolumns () Refrach
Checkaccess  Rolesssignments  Roles  Deny assignments  Classic sdministrators

Grant access to this resource

Grant sccas 1o resources by atsigning 3

View deny assignments

John Smith assignments - biddynamics

Description

Grants full access to manage al re... Resource graup (in

Dery assgnments (0 %

3

Setup Azure Synapse in Synapse Studio

Come back to Overview tab of Synapse Analytics and Open Synapse Studio.

e b viaieaduii it

@) bi4dynamics »

bitdynamics
© biay

& Diagnose and solve problems

Settings

I} Properties

B Lods

Analytics pools

» SQLpools

@ Apache Spark pools

18 Dsta Explorer pools (preview)

dicated SQLpool  + New Apache Spark pool

A Essentials

Explorer pool (preview) ()

@ Deete

) Refresh ¢/ Reset SQL admin p:

Show firewall settings
https://abceorp. dfs.core windows.net

dymamics365-financeandoperations

biddynamics sqlazuresynapse net

biddynamics: zuresynapsenet

T < BITEAM

Getting started

&)

Open Synapse Studio
ing your fully-integrated
Jution and uniock new

buil

Learn how

Read documentation

bep

Navigate to Develop tab.

Synapse Analytics workspace
bi4dynamics
e ]

Ingest

1

] <o

£

Perform 3 one-time or
scheduled data load,

Visualize

Explore and analyze 2
Leam how to get insights Buikd interactive reports
with Power Bl capabilities,

from your data.

Press + and select SQL script from the pop-up menu.

Microsoft Azure apse Analytics b biddynamics 2 search

¥ © synapse live % Validate all
f® Develop ¢ + ¥ %
Filter resources by name

e Spark job definition

Browse gallery

Import
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4 Prerare script for assigning credentials

Prepare script with shared access signature, paste it into the newly opened query, edit it accordingly and click
Run.

SQL script template
CREATE CREDENTIAL [https://@storageAccount.dfs.core.windows.net/@containerName] WITH IDENTITY =
'SHARED ACCESS SIGNATURE', SECRET = '@SAS Token'

Replace parameters with real values:

Parameter Description Value (example)

@storageAccount | Name of the storage | biddynamicsuat

account
@containerName Container name dynamics365-financeandoperations
@SAS Token Value you have | sv=2020-08-

generated in previous | 04&ss=bfqt&srt=sco&sp=rwdlacupx&se=2022-
steps; delete the first | 02-01T721:33:14Z&st=2023-02-
character in token | 01T713:33:14Z&spr=https&sig=KS%2ULINU%3D

string “?”

Prepared SQL script (example):

CREATE CREDENTIAL [https://bi4dynamicsuat.dfs.core.windows.net/dynamics365-financeandoperations]
WITH IDENTITY = 'SHARED ACCESS SIGNATURE', SECRET = 'sv=2020-08-
04&ss=bfqt8srt=sco8sp=rwdlacupx8se=2022-02-01T21:33:14Z&st=2023-02-
01T13:33:14Z&spr=https&sig=KS%2ULInU%3D'

Navigate to Manage tab. Select Access control tab from the menu on the left. Press Add button and grant
Synapse Administrator permissions to the user that will be used by Bl4Dynamics application.

Microsoft Azure | Synapse Analytics b dfo-synapse

Synapse live ¢ valigate al

Access control

+ ada | O Refresh

[J] Name Type Role Scope

Synapse Administrator C

Integration = =
o O @ biddynamicsabecorp Service Principa Synapse Administrator Workspace 4
ggers
M B14 Dyn
— I 0 @ = User Grtamce Vettace

DB e s P >

© BI4 Dynamics UK


https://@storageAccount.dfs.core.windows.net/%40containerName
https://@storageAccount.dfs.core.windows.net/%40containerName

Bl4Dynamics D365FO Data Transformation with DatalLake

4 Setup Power Bl service

Open Power BI Portal, navigate to Settings and select Admin portal

XMLA setting set to read/write (set to read by default).

T

Manage group storage

Admin portal

Manage gateways
Settings

Manage embed codes

Page 11

Go to Premium Per User tab, set XMLA Endpoint to Read Write (default is Read) and Apply.

: Power Bl Admin portal

I

(i)

% H o9

) Recent >

/‘
s
()

Eoms Admin por

Favorites

Users
Create

Datasets

Goals

Apps

Shared with me ~

Deployment pipelines Azure connections

Workspaces
Learn

Custom branding

A Protection metrics
Workspaces

Premium Per User

4 Auto Refresh

Automatic page refresh
On

Minimum refresh interval

5 Minutes v

Change detection measure
On

Minimum execution interval

30 Seconds v

4 Dataset workload settings

XMLA Endpoint

Apply Discard
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